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QUICK START GUIDE

Multi Factor Authentication (MFA): Authentication App Setup Guide

MFA is a process of verifying legitimate sign in. SDS uses MFA to protect our systems and data. SDS are switching
default system authentication to the Microsoft Authenticator app. Please ensure you have a working smartphone or
tablet with a camera as this will now be required for SDS/FIPS MFA.

1. Navigate to FIPS URL: https://skillsdevelopmentscotland.crm4.dynamics.com/ to be prompted with
regular sign-in process where you will input your FIPS login address and password:

Microsoft Dynamics 365 Microsoft Dynamics 365

Slgn in < @skillsdevelopmentscotland.onmicro...

Enter password

Can't access your account? Fassword

Forgotten my password

2. You will then be prompted with your Multi Factor Authentication options. Please choose the relevant
method for you:

Microsoft Dynamics 365

@skillsdevelopmentscotland.onmicrosoft...

Verify your identity

D Text +30 X0000CCKXXEE

% Call +X0000O00XKEE

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel
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3. Enter the Code provided by Microsoft:

Microsoft Dynamics 365

@skillsdevelopmentscotland.onmicrosoft...
Enter code

[ We've texted your phone +X3X XO0000CXEE,
Please enter the code to sign in.

Having trouble? Sign in another way

More information

4. You will then be prompted to Improve your sign-ins. Please press ‘Next’

Microsoft Dynamics 365

@skillsdevelopmentscotland.onmicrosoft...
Improve your sign-ins
Better guard your account with the Microsoft

Authenticator app. Prove who you are easily through
push notifications.

MNot now
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5. You will then be asked to download the Microsoft Authenticator app on your phone/tablet device. Once
complete (step 6), click ‘Next’:

Microsoft Authenticator e

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

6. On your phone or tablet device, search for the Microsoft Authenticator app in the App Store or Google
Play Store and download.

Q. microsoft authenticator © Cancel

9 Microsoft Authenticator OPEN

Protects your online identity

%% K%Kk 64K (2 Microsoft Co... Productiv...

7. Back on your laptop/PC, you will be asked to add an account on the app. If prompted, allow
notifications. Ignore the statement to select “Work or school”. Press ‘Next’ which will take you
to the screen shown at Step 11.

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

= -
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Steps 8 & 9 of this guide will be conducted on the app if you are downloading/using it for the
first time. If this applies to you, ignore step 10.

If you already use the Microsoft Authenticator app for another account or have logged into it
previously, skip steps 8 & 9 and go straight to step 10.

8. Back on the Authenticator mobile/tablet app, press ‘Accept’ on the first prompt then ‘Continue’

on the second prompt.

Microsoft respects your privacy

We collect required diagnostic data to keep
the app secure and updated. This does not

include any personal data.

Microsoft Privacy Statement

Help us improve Microsoft
Authenticator

By allowing us to collect additional non-
personal data, you can help us improve the
app.

You can turn this on or off at any time in the

Settings page

Help improve the app by sharing your
app usage data

Microsoft Privacy Statement
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9. On the next app prompt, you will select the option ‘Scan a QR code’ and allow the app access to
open your camera. Your device’s camera will then open.

Secure Your Digital Life

m Sign in with Microsoft

When you are signed in with Microsoft, all stored
passwords, addresses, and other autofill info will
be available on this device.

@] Add work or school account

o]0)

g= Scana QR code

Restore from backup
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10. If you already use Microsoft Authenticator app or have logged in previously you will see a similar
screen below left. Simply click on the + icon on the top right-hand corner. You will then be taken
to the next screen where you will click on “Work or school account” and then “Scan QR code”.

= Authenticator _ Q_+

R Microsoft WHAT KIND OF ACCOUNT ARE YOU ADDING?
[ |
Parsonal account ?
HN
E Ekills Development Scatland
I. Work or school account >
|
E Other (Google, Facebook, atc.) >

Add work or school account

Sign in

Scan QR code

Cancel

= P ® G

Ajpthenticatar Fasswands Agelpassas Varified IDs
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11. Back on your laptop/PC, you will see the following screen. Using your phone’s camera, which has

now opened from the app, position the camera over the QR code on your laptop/PC (not the

image below) to proceed, then press ‘Next’.

KE‘Ep your account secure

Microsoft Authenticator

Scan the QR code

& the Microsoft Authenticator app o 3Can the U
app with your account

After you scan the OR code.

g AL oA [
i I ]

bR

T gt
;" ﬁ_-‘.

Can't scan i|11.1gq:?

Back

12. The system will now send you a test authenticator code:

Keep your account secure

Microsoft Authenticator

Let's try it out

v/

43

Approve the notification we're sending to your app by entering the number shown below.

‘ Back ‘
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13. On your mobile app, enter the number shown on your laptop/PC at step 11:

Are you trying to sign in?
Skills Development Scotland

TP@skillsdevelopmentscotland.onmicr
osoft.com

Enter the number shown to sign in.

Enter number
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14. On your laptop/PC you will see the notification has been approved. Press ‘Next’.

Keep your account secure

Microsoft Authenticator

Notification approved

v

. -

15. On the final screen on your laptop/PC screen, press ‘Done’ to complete the process.

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

(=)
Microsoft Authenticator
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